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' - 4. On the upper right, click on Manage
Network an Wireless Networks

View computers and devices
Connect to a network

Manage wireless networks

Set up a connection or network

Manage network connections

Diagnose and repair
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Connect tc
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I ) Netvorksna et » MensgeireNevoris <45 [ o 5. Click on Add

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network ¢
can also add or remove network profiles.

!& Add @ Adapter properties 3 Profile types ¥ Network and Sharing Center

6. Click on Manually create a network
profile.

How do you want to add a network?

‘%p Add a network that is in range of this computer
"= This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer.

& Manually create a network profile
"< This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to kifow the network name (SSID) and
ecurity key (if applicable).

& Createan ad hoc network
This creates a temporary network for sharing files or an Internet connection
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@ ol Manually connect te a wireless netwerk

Enter information for the wireless network you want to add

7. Fill in the boxes with the following

Metwork rame: ACafl_WireLess information:

Security type: I 802, 1x | |
Encryption type: [Wer | = Network name: ACofl_WireLess (A, C, I, W, L
are all capitalized).

Security Key/Passphrase: Display charscters

[] Start this connection sutomatically

(onnec! even if the network is not broadcasting Secu rlty type- 802 . 1X

‘Warnings If you select this cpticn, your computer's privacy might be at risk,

Encryption type: WEP

Check "Connect even if the network is not
broadcasting” click on "Next"




(\:) 1 Manually connect to a wireless network

Successfully added ACofl_WireLess

=20 =

<+ Connect to..
Open the "Connect to a netwerk” dislog so 1 can connect.

# Change connection settings
Open the connection preperties s that I can change the settings.

Clese

Security type: | Bo271x | -.-]

Encryption type: I"’\|IEP | -

Chpose a network authentication method:
[Protected 247 (F2AF) | =] [ settings... |
—_——

e Cadhe user information for subsequent connections
1o this network

| Protected EAP Properties

When connecting:
malndata server certificate

T Carnact to these servers:

Trusted oot Cer tification Authorities:

Class 3 Public Primary Certification Authority
" GTE CyberTrust Global Root

Microsoft Root Autharity

Microsaft Root Cerbficate Authority

Secure Server Certification Authority

Thawte Premium Server CA

Thawbe Timestamping CA

University of Brstol CA

[T]00 not prompt user to autharize new servers or trusted
certification autherities.

[7] Disconnact if server does not present cryptobindng TLV

Select Authentication Method:

|5emedpmwd(&a.°us&mpv2} -i! Configure... i
[¥] Enable Fast Reconnect

[ Enable Quarantine checks

(oc ][ coe |

8. Window should come up saying
"Successfully added ACofl_WireLess", click
on "Change connection settings" a window
should pop up saying "ACofl_WireLess
Network properties".

9. Click on the "Security" tab. Make sure
Security type says "802.1X" and Encryption
type says "WEP". The line that says "Choose
a network authentication method:" you will
need to select Protected EAP (PEAP), then
click "Settings" button.

10. You should now have another window that
says "Protected EAP Properties". Under
"When connecting:" You will need to uncheck
"Validate server certificate", make sure there
is no check mark on the field. Under "Select
Authentication Method:" you need to select
"Secured password (EAP-MSCHAP v2)" then
click on "Configure".



EAP MSCHAPVZ Properties

¥Whean connecting
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Futomatically use my Windows logon name and |
‘bassword (and domain ¥ any) ]

[ox ] [ conce
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... Addimional infarmation is réquired 10 Connect IO04TaF Wiral oy
= . Chck fo provide sdditionsl information snd conmect -

Enter Credentials

firstname.lastname or FirstinitialLastname

Liser name:
Password: .II.lII.lI|
Logon domain: CAMPUS
ok || [ cancel

11. You should now have another window that
says "EAP MSCHAPv2 Properties”, uncheck
the box that says ‘Automatically use my
Windows logon name and password (and
domain if any”). Note: if a college owned laptop
don't uncheck. Then click "OK"

12. Click on "OK", Click on "OK", Click on
"Close"

13. A balloon will pop up that says additional
information is required to connect to
ACofl_WireLess. Double click on the balloon.

14. A window will open that says Enter
Credentials. You will enter the information that
you use to log on to a school computer.

User Name: firstname.lastname or
FirstinitialLastName

Domain: Campus.

Click “OK”

15. After entering this another window will pop
up asking about "Credential manager Single
Sign On" You can either click "Yes" or "No".

You should now be connected to the ACI
Wireless network.



